SECURITY AWARENESS SHORT TAKE
Subj:  INFORMATION SECURITY AWARENSS – CLASSIFIED AND

           UNCLASSIFIED E_MAIL TRANSMITTED VIA SIPRNET

Background.  Unless you are an Original Classification Authority (OCA), and only COMMARFORPAC and his MSC Commanders are, you are a derivative classifier.  In a nutshell an OCA is empowered to create and publish Classified Military Information (CMI) that has never before been classified in the interest of National Security.  In doing so, the OCA must identify himself both by name and title, and in addition to declassification instructions, must indicate a reason for the classification action.  Derivative classifiers on the other hand simply glean CMI from already published sources of CMI, paying particular attention to carrying forward to the new classified product any applicable Security Classification Markings, Intelligence Control Markings, Declassification Instructions, and a Derived From statement indicating the classified source or sources.  The rules for the application of Security Classification/Portion, and Associated Markings are equally applicable to CMI in an e-mail as they are to an OPLAN or any other hard-copy classified document.  Unfortunately these rules are often overlooked by authors of e-mail on the SIPRNET, thereby representing a vulnerability to the security of CMI.  This Security Awareness Short Take, although not at all that short, is provided to assist you in mitigating that vulnerability by providing some useful guidance on how effectively safeguard CMI in an e-mail on SIPRNET by including Security Classification and Associated Markings therein.  
Situation 1.  You need to send an e-mail containing CMI to an associate in a distant command or possibly just down the passageway.  


a.  Security Classification/Portion Markings, (U), (C), (S), need to be applied to the end of the subject line and preceding each portion or paragraph.  Many of us have TS (GENSER) and TS (SCI) CMI stored in one of the most unreliable information storage mediums known to human-kind, that being the human brain.  Remember that the Secure LAN/SIPRNET operates on a "System High Secret Mode" on which TS CMI may not be transmitted.  



Note 1:  Although Sensitive Unclassified (SU) is not a security classification, it may be substituted in lieu of (U) for applicable portion markings in a classified e-mail on SIPRNET.  See Situation 2, Note 2 below for rationale. 


b.  Intel Control Markings, RELROK, ROKUS, RELAUS ETC., when applicable, need to be included with the portion markings as gleaned from the source CMI, i.e., for Secret/RELROK (S/RELROK), for Secret/ROKUS (S/R), for Secret/RELAUS (S/RELAUS).


c.  Associated Markings, DERIVED FROM: and DECLASSIFY ON:, need to be included in the e-mail, (usually just above your salutation), as gleaned from the source CMI or Classification Guide.


d.  Overall Page Markings indicating the highest classification, CONFIDENTIAL or SECRET, in this situation should be applied center top and bottom of each page of the e-mail in text larger than the text of the e-mail itself.  Although not required, highlighting these markings in bold blue or red respectively is encouraged.  Where applicable, also include Intel Control Markings, i.e., SECRET/ROKUS, or CONFIDENTIAL/RELAUS, etc.
Situation 2.  SU information may be transmitted over the SIPRNET or NIPRNET.  You need to send an e-mail over the SIPRNET, and you know it does not contain CMI.  Since you are operating in the SIPRNET domain, normally associated with the handling and processing of CMI, these e-mail documents should display applicable overall page markings and portion/paragraph markings in order to clearly distinguish them from CMI on the SIPRNET.


a.  Security Classification/Portion Marking (SU) should be applied to the end of the subject line and preceding each portion/paragraph in this situation.



Note 2:  Sensitive Unclassified (SU) information equates to unclassified information deemed as For Official Use Only (FOUO).  FOUO information is exempt from public disclosure under a Freedom of Information Act (FOIA) Request. SU is not a security classification marking, however, it is an information designation used in the AIS accreditation process.  All USMC unclassified AIS's and networks are accredited to process information at the SU level, hence, any unclassified information processed on SIPRNET or NIPRNET, by default is considered as SU. 


b.  Intel Control Markings would not be applicable in this situation.


c.  Associated Markings (DECLASSIFY ON/DERIVED FROM) would not be applicable in this situation.


d.  Overall Page Markings of SENSITIVE UNCLASSIFIED should be applied center top and bottom of each page of the e-mail in text larger than the text of the e-mail itself.  Although not required, highlighting these markings in bold green, is encouraged.

Situation 3.  You need to send a Secret attachment to a SU email on SIPRNET.


a.  The overall page marking should read SECRET (SENSITIVE UNCLASSIFIED upon removal of the attachment)

      b.  Portion/paragraph markings in of the text of the email in this situation would remain as SU. 


      c.  Portion/Paragraph Markings, Intel Control Markings, Associated Markings, and Overall Page Markings for the classified attachment should be present on the attachment commensurate with the CMI contained thereon. 


