MARFORPAC LAN USER CERTIFICATION TEST

1.
According to the Computer Security Act of 1987, all federal personnel are to receive annual INFOSEC training.  ( T / F )

2.
The User login ID and password identifies who is logged in to the network.  ( T / F )

3.
Personal passwords should (circle all that apply):


A.  Remain private, not be shared with others


B.  Never be written down


C.  Not be common dictionary words


D.  Contain upper and lower case letters, numbers, and special characters


E.  At least eight characters in length

4.
The system accreditation marking label on the monitor and CPU identifies the highest classification level allowed for processing on that workstation.  ( T / F )

5.
When comparing magnetic media security classification labels, green is always considered unclassified and red is considered classified (secret).  ( T / F )

6.
Although you have the capability to “surf” the Internet, the primary purpose of using the government Internet connection is For Official Business”.  ( T / F )

7.
Deleting a file from a hard drive or diskette does not actually remove the data from the disk, for this reason the classified disk retains its classification level until properly declassified.


( T / F )

8.
Circle which of the below statements which are TRUE:


A.  All magnetic storage media is required to be labeled, such as diskettes, hard drives, etc.


B.  Users should contact the G-6 Network Security Section for all information systems security questions.


C.  Passwords should be easy to guess, so that user will not forget them.


D.  It is permissible to copy government software and give it to friends or co-workers.

9.
Users are responsible for:  (circle all that apply)


A.  Challenging unauthorized personnel or strangers who enter their work areas.


B.  Reporting information systems security incidents and problems to the G-6 Network Security Section.


C.  Reading the DoD warning banner regarding computer monitoring.


D.  Securing sensitive information at the end of the workday.

10.
You may share your password with your OIC and SNCOIC only.  ( T / F )

11.
It is permissible to insert a diskette with a secret magnetic media security classification label into sensitive unclassified AIS so long as the “read only tab” is engaged.  ( T / F )
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