MARINE FORCES PACIFIC HEADQUARTERS

LOCAL AREA NETWORK 

ACKNOWLEDGEMENT OF RESPONSIBLITIES
REF:    (a) MARFORPAC 5239 – Information System Security Plan

            (b) MARFORPACO 5510.17A – SOP for Secure Operation of Automated Information Systems                  

            (c) COMPUTER SECURITY ACT of 1987

            (d) MARADMIN 162/00 – Appropriate use of Government Information Technology Resources

1. _____Every user of the MARFORPAC LAN is responsible for protection of the data which the system stores, processes or transmits.  In concert with the references this checklist provides a basic guideline in order for the user to acknowledge their preliminary responsibilities and maintain a proper level of Information System Security (INFOSEC).  Failure to comply with these provisions may result in the removal of your LAN Privileges, PC, or prosecution in the event of criminal activity.

2. _____All personnel are required to attend an information system security (INFOSEC) class.  Additionally, users requiring a Secure Account will possess a SECRET Clearance.  If you haven't attended one in the past 11 months, request a class via your section Information System Coordinator (ISC) or the network security section (477-8305).

3. _____All AIS equipment, media (disks), and hard copy printouts from LAN printers will be properly labeled with the level of classification of data processed.  Classified floppy disks, removable hard drives and paper printouts must handled and stored in the exact same way as all other classified material.

4. _____Contractor/privately owned PCs shall NOT process classified data under ANY circumstances. 

5. _____All software executing on PC's shall be properly licensed.  All MARFORPAC personnel are accountable to the Designating Approving Authority (DAA) to ensure all software executing on PC's has been approved by the G6.   If privately owned or unauthorized software (e.g., game software) is discovered, the software will be removed and a report submitted to the offender's supervisor and ISSM.

6. _____Passwords are the first line of defense every individual can control in terms of INFOSEC.  DO NOT use easily guessed passwords.   Don't tape passwords to desks, walls, or terminals.  Use combinations of letters and numbers, both upper and lower.  Do not share passwords with anyone.  If you do, even with a help-desk individual while troubleshooting a problem with your PC, immediately change it.

7. _____A computer virus is a program that infects other data files or programs by modifying, destroying, or preventing access to them.  Like a real (medical) virus, computer viruses can spread quickly across the LAN and render it useless in a short period of time.  Norton AntiVirus is the MARFORPAC standard and is installed on all AISs.  Ensure that you scan your system and all floppies routinely and promptly report any discovered viruses to the network help desk (477-8520) or network security section.

8. _____Never leave your AIS system unattended, at a minimum use a time activated screen saver with password protection. Always log off the LAN, turn off your PC (excluding GCCS Workstations) and printer when you depart for the day.

9. _____If transferring data files from an UNCLASS machine to a CLASSIFIED machine (NIPRNET to    SIPRNET) the following procedure must be followed.  Insert a floppy diskette into the UNCLASS computer and scan the disk for viruses.  If no viruses are found, copy the needed files to the diskette.  Remove the diskette from the UNCLASSIFIED computer and write-protect it using the write-protect tab.  Re-insert the diskette into the drive and copy the needed UNCLASS files to the CLASSIFIED machine. NOTE:  IF THIS PROCESS IS NOT FOLLOWED AND THE DISKETTE IS NOT WRITE-PROTECTED PRIOR TO COPYING THE FILES TO THE CLASSIFIED COMPUTER, THE DISKETTE BECOMES CLASSIFIED AS SECRET.  

10. _____In accordance with ref (c), you are being made aware that use of government-owned AIS resources is strictly for official government business.  During the initial log-on procedure, a DOD warning banner explains that all information being processed on government AISs is subject to monitoring at all times.  This is to ensure proper functioning of equipment and systems, including security, to prevent unauthorized use, violation of statues, and to deter criminal activity.  If monitoring reveals possible evidence of AIS security violations, this evidence including identification information about the user, may be provided to the Commander and/or law enforcement officials.

11.   _____Government Information Technology Resources are for official use and authorized purposes only. Use of these resources, to include access to the internet, is authorized when work related and determined to be in the best interests of the Federal Government and the Marine Corps. Use should be appropriate in frequency, duration, and related to assigned tasks. Use of Government Information Technology Resources for purposes other than those described is PROHIBITED. Examples of prohibited use include, but are not limited to, the following: Illegal, Fraudulent, or Malicious activities. Unauthorized fundraising. Accessing, storing, processing, displaying, or distributing offensive or obscene material such as pornography or hate literature. Accessing, displaying, or distributing Web Based Email i.e. Hotmail or Yahoo.

 I understand and will comply with the above stated LAN Security requirements.  Failure to comply may result in revocation of my account privileges and possible disciplinary actions.

 SIGN _______________________________________   PRINT NAME ______________________________________ DATE ______________

