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This is a particularly good time of the year for Monday Morning Quarterbacks.  It’s still the American professional football season, with the playoffs still in full swing.  This being Monday, you can see the expert opinions in today’s sports pages.  Hindsight, but expert, with the facts and results laid out for all to see. 

It’s been a good few years for Monday Morning Quarterbacks in the international arena, also.  The attacks on the World Trade Center and the Pentagon on 9/11, the current stabilization phase of our operations in Iraq, the state of government in Afghanistan and others are all there for instant analysis.

The dominant hindsight after 9/11 was that it was “an intelligence failure” because our security agencies did not detect the attack in time to prevent it.  It was certainly an intelligence failure, but not because we were not warned or aware of the danger.  It was an intelligence failure that occurred between our ears, because all the naked events and facts were there in front of us from 1979 to 2003, but we refused to recognize what was going on.  

We even had direct indications and warning, but we missed them.  On 26 February 1993, a rented Ryder van packed with explosives parked in the underground parking garage of one tower.  The plan was that when the van exploded, it would topple one tower into the other, bring both down, and saturate the area with toxic gas.  As we know, it did not quite work out as planned, that time.  Only six people died.  Ramzi Yousef and his 5 cohorts were sentenced to a total of 240 years in prison.  At the World Trade Center, we took action!  We made sure nobody would be able to do anything like that with a Ryder van again!  We know all too well what happened 10 years later.

We saw this 1993 event as a dot, a discreet event; we did not see it for what it was, a part of a line from our embassy in Tehran through Beirut to the Philippines (an attempted simultaneous hijacking of 11 aircraft) to New York to Oklahoma City to East Africa and back to New York and Washington.   

Meanwhile, at sea, piracy and armed attacks are on the rise. The data show a continuing pattern of attacks in South East Asia and the Far East, especially in Indonesian and Malaysian ports and adjacent waters; in Brazil and Ecuador in Latin America, in and around the Indian sub-continent, in certain ports in West Africa, notably in Nigeria; and in east and north east Africa, especially in waters off Somalia.

On Sunday, 6 October 2002, the French tanker Limburg was attacked and badly damaged off Yemen by a speedboat packed with explosives.  The attack had some similarity to the attack on USS Cole.  One crewman was killed, the ship was disabled, and 90,000 barrels of oil were spilled into the Arabian Sea.  This attack produced no demand for negotiation, no statement of intent.  It was destruction for its own sake.  Eight years from that attack, will we look back at this as a feasibility demonstration?

What is going on here?  Let me suggest that the same transformation of war that we see on land is also taking place at sea.  We’re facing a new enemy, employing new tactics, in pursuit of senseless destruction.

It's not so much foresight that's needed, it's forethought.  We live in an increasingly decentralized world.  Previously insignificant actors play a decisive role.  We need new ways of thinking.  The old policy and strategy paradigms of the past are gone.  Threat Containment, to name just one, will not work in our new, computerized world.

Technology’s ever-accelerating advancements produce resentment, not joy, in many parts of the world.  In places where liberal government does not rule, where schools do not teach, where services do not exist, where safety and security and employment and health care are dreams, our world is seen as evil, and the cause of misery.  

Asian Sea Lanes wind through a lot of these desperate neighborhoods.  While living conditions vary widely across our region, approximately two thirds of people who exist on less than $1/day reside in the South Asia and the Asia Pacific regions.  In some areas, 40% of the poorest families have older teenage children with no education while the offspring of the wealthiest 20% have more than 10 years of schooling.  Infant mortality rates in South and East Asia are at least 6 times higher than that of developed nations; fifteen percent of people living with HIV or AIDS reside in the same region.  

These desperate conditions are fertile soil for transnational issues such as organized crime, insurgent movements, narcotics trading, HIV/AIDS, and human trafficking.  Vulnerable and alienated people are exposed daily to extremist information campaigns designed to produce radicalized and dedicated soldiers.  Desperate conditions and persuasive messages provide a strong source of new recruits and financial support to organized terrorist movements.   If we can't fix these conditions, we won't contain the threat.

“Globalization” of information, and thus commerce and knowledge, was supposed to be a great advance for the world, a new “ordering of the world” that would bring peace and benefit all mankind.  Not everybody shares our enthusiasm.  The 1999 World Trade Organization talks in Seattle collapsed in clouds of teargas and violence.  It was a big surprise to us, as we thought everybody supported this wonderful new phenomenon.  Since then, every similar gathering has had security not seen, at least in America, since the Vietnam war protest days of the 60s.

On September 11th, 2001, we realized the dark side of globalization.  The phenomena of networked communications and worldwide instant financial transactions empower not only legitimate business, but also small, ideologically driven, sub-national, worldwide terrorist groups.  Universal access to worldwide communications gives these disaffected, dedicated terrorist groups an unprecedented ability to attack nations and legitimate governments.  This capability allowed a man in a cave to destroy the World Trade Center and damage the Pentagon.

Globalization also assaults the ramparts of nation-state government.  Unfettered access to scientific and technical knowledge previously held only by certain governments bypasses international organizations and state power.  It gives rogue states and terrorist movements the ability to achieve unprecedented destructive power.  Past measures to control access to specialized material and machinery are largely ineffective.  The discipline of the various nuclear non-proliferation regimes is rapidly fading.  Weapons of mass destruction in the hands of our dedicated, suicidal enemies are the ultimate anti-access strategy.  They are also the ultimate extortion strategy.  New operational strategies and capabilities are needed to cope with their potential use in this theater.

Today’s terrorism threat is profoundly different from the past.  We are accustomed to practical terrorism - violent action designed to change political circumstances.  In the recent past, airplane hijackers were to be appeased, not resisted, because the airplane was assumed to be a bargaining chip.  Apocalyptic terrorism seeks destruction as its own end.  No negotiation is possible.  No amount of destruction short of total is enough.  Apocalyptic terrorism, rogue states, and weapons of mass destruction in combination are a survival-level interest to the United States and our friends.

Our enemies have "transformed," or "revolutionized," their capability for conflict.  Small organizations and individuals are now the staple of questions directed at high public officials - Osama, Ramsi, Hekmatyar, others.  Like rock stars, they are known by their first names.  Just as Information technology has broken new ground for friends of peace, it has broken the distance  and power barriers for our enemies.

World and Asian sea lane security is as much a part of the War on terrorism as is air travel security or building security.  Any solutions require that we adopt new ways of thinking.  We need a full understanding of the threat, the conditions that produce the threat, and the actions we must take.

This war on terrorism includes all of the pillars of national and international power:

political, cultural, military, economic, law enforcement, cooperative interdiction,   information and others.  It will require nations to share data and information on citizens, financial transactions and movement of people and controlled material, regardless of past sovereign considerations.  We need to apply new rules and new technologies.  We need an international, seaborne equivalent of the North American Air Defense Command.  The challenge is for all of us to now manage the waterways and seaborne security with the same vigor that we apply to manage aircraft in a crowded and confusing airspace, before we have a maritime 9/11.  I suspect the work of your conference is very important in moving us toward this goal.

Thank you for your interest and your courtesy.

