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FORWARD
As we are well aware, there are a multitude of security practices and procedures that must be followed in order to protect Classified Military Information (CMI).  The sheer volume of procedures can be intimidating to anyone.  This pamphlet describes the basic security procedures that we should know to keep us out of trouble when handling CMI on a daily basis.
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Using Your GSA Approved Security Container 
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SF 700, (Record of Combination Change Envelope) is used:

· To record the names of all personnel who know the combination.

· To alert security personnel and identify whom to contact should your safe be found unsecured.

· To maintain a record of the combination to the safe within the CMCC.
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SF 702, (Security Container Check Sheet) is used:

· To record the opening and closing of the container, and;

· To record the action of someone conducting the required “double checking” the container to ensure that it is locked.
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When choosing combinations:

· Do not use the factory setting of 50-25-50.

· Do not use a combination where all numbers end in 0 or 5.

· Do not use numbers that are peculiar to you or to your 

activity (e.g., phone numbers, birthdays, etc.).

· Do not use sequential number sets such as 10-20-30.

· Do not use numbers of one container to build on another (e.g., container #1 is 10-20-30 and container # 2 is 10-20-31).

Safeguard your combination as CMI (at the same classification level as the materials that the container protects).

You should be using a GSA approved security container to store your classified materials.  To verify that your container is a GSA approved one, contact the Security Branch.  A GSA approved security container:

· Has a label that indicates it is an approved container.  (This label is located on the face of the top drawer.)

· Has a second label inside the container that is called a test certification label.  (It will be found on the locking drawer.)

· Cannot be locked if one of the non-locking drawers is in the open position.

Contact the Security Branch for exceptions and further details concerning the above.
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How to Handle CMI When It Is Outside of a Container
Whenever you have CMI outside of a container, it must always be under your direct control.  If you are not actively using that document, place a cover sheet over it.
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· Hide the information when you are not using the document to prevent inadvertent unauthorized disclosure to someone without an established need-to-know (NTK).Before you give classified information to anyone, you (the holder of the information) must ensure that the person to whom you are giving the information has the proper level of clearance (TS for TS information, etc.) and has a NTK (the person must have access to the information to perform an official duty).  If you are unsure, refer to the Command Security Access List, (CSAL), a read only Lotus Approach96 Database located on the Unclassified LAN/NIPRNET at W:\COMMON APPLICATIONS\ SECURITY\ACCESS\CSD.APR or contact the Security Branch.

More on Need-to-Know (NTK)

NTK is a determination made by an authorized holder of CMI that a prospective recipient requires access to specific CMI in order to perform or assist in a lawful and authorized US Governmental function

How to Derivatively Classify Information
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Derivative classification is the process of incorporating, paraphrasing, restating, or generating, in a new form, information that is already classified, and marking the newly developed information consistent with the classification markings that apply to the classified source.  This process includes the classification of information based on reference to classification guides, or classified source documents, but not the mere duplication or reproduction of existing classified information.  An estimated 99 percent of the classified information produced by Navy and Marine Corps commands is derivatively classified. 

Anyone who does derivative classification is responsible for ensuring that the proper classification level (and downgrading and declassification instructions) are assigned to the information.

When you derivatively classify information, you are identifying an original classification authority's previous decision pertaining to that information, and you are carrying forward that decision in terms of the information's classification and its duration of classification.

How do we know that information is classified?
The classification of the information may be identified in three ways.

1. Classified source documents.  Through their markings, classified documents provide classification instructions about the information they contain.  But, because we must keep marking requirements reasonable, the instructions are almost always less specific then those found in the following two types of guidance.

2. Security classification guides.  Almost always, a well-prepared security classification guide (SCG) is the most accurate source of classification instructions.

3.
DoN SCG’s are published as OPNAV Instructions in the 5513 Series.  The most common SCG used throughout the USMC is Enclosure (74) to OPNAVINST 5513.11B, DoN Security Classification Guidance for Marine Corps Ground Combat and Miscellaneous Programs.  This SCG is avaliable on the Unclassified LAN/NIPRNET at W:\COMMON APPLICATIONS\SECURITY\CLSGUIDE\5513.PDF or SCG.SAM                                                                                                                                                                                           

4. Other classification guidance.  Classification guidance can also be found in other various directives, OPLAN’s and OPORD’s.  A library of SCG’s is maintained in the CMCC. 

Do not depend upon your memory or general impressions when derivatively classifying 
information.

How do I determine how long the information should remain classified when I'm doing derivative classification?

Our goal is to protect information at the appropriate level for as long as necessary, and to try our best to not protect it when it is no longer needed.

You will find that classified source documents carry only a single marking showing the duration of classification.  SCGs and other guidance, however, will specify the duration for individual items of information.

When you are determining how long to keep the classification for your derivatively classified document:

· If a single declassification instruction (date, event, or EO 12958 exemption marking) applies to all the classified information in your document, use it.

· If your sources specify a combination of a date(s) and an event(s), mark your document for declassification on the latest date or event.

· If all of the information comes from older documents marked “DECLASSIFY ON: OADR,” use the latest of the document dates and mark your document with the declassification instructions as follows: “Declassify on:  Source marked OADR; Date of Source:  XX XXX XXXX” (where the Xs represent the latest document date). 

· If the information comes from sources that have a variety of declassification instructions, apply the most restrictive declassification instruction. Generally, they will be in this order (from most restrictive to least restrictive): (1) “25X1,” (2) any of the “X1” through “X8” markings, (3) “Source marked OADR,” and (4) the latest date specified for any of your sources.

How do I communicate my derivative classification determinations?
Marking classified documents is our principal (and often our only) means of communicating derivative classification determinations.

How to Mark Your Documents
We mark classified materials in order to: 

· Alert the reader of the material that something in it is classified.

· Indicate the highest level of classified information in the material.

· Show the reason for classification (required for originally classified documents only).

· Show what portions of the material contain the classified information.

· Show the source of the classification.

· Give information regarding the downgrading and declassification of the classified information.

· Give any special warning or handling notification.
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Portion Marking

Each “section, part, paragraph, graph, illustration, or similar portion” must be marked to show the highest level of classification of the information in that particular portion.  These markings are placed in parentheses and normally are located at the beginning of the portion itself.

One exception is that subject, title lines, and reference lines are marked after the portion.

Another exception is that illustrations, charts, and graphs are marked within or next to the illustration, chart, or graph.
Overall Markings

There are two overall marking requirements: Overall page marking and overall document marking.

Overall page marking:

This indicates the highest level of classification for the information contained in or revealed by the page.  The level of classification is spelled out and is marked conspicuously at the top and bottom of each interior page of a document.  Overall page markings should be bold larger font than the remainder of the text on the page.

Overall document marking:

These markings indicate the highest level of classification for the information contained in or revealed within the document itself and are placed on the top and bottom of the front cover (if any), the title page (if any), the first page, and on the outside of the back cover (if any).

 Associated Markings
Markings other than those that indicate the classification of the information are considered applicable associated markings.  These markings are placed on the face of the document and include:

· The “classified by” line (for originally classified documents only).

· The “derived from” line (for derivatively classified documents).

· The “reason” line (shows the reason for classification of originally classified documents only).

· The “declassify on” line (used on both originally and derivatively classified documents).

· Downgrading instructions, if any.

· Warning notices and intelligence control markings, if any (portion and page markings are also required).


More on Intelligence Control Markings
Not Releasable to Foreign Nationals (NOFORN or NF) used to identify intelligence information for which the originator has determined may not be disclosed or released in any form to foreign governments, international organizations, coalition partners, foreign nationals, or immigrant aliens without originator approval.  NOFORN is never used along with REL or REL TO, such as (NOFORN/RELROK), which would in fact be a contradiction in terms. 

ROKUS (Republic of Korea/United States) is another term that can be considered an intelligence control marking when used with CMI generated at Commander in Chief, United Nations Command/Combined Forces Command (CINCUNC/CFC).  ROKUS is also at times used to identify unclassified information generated at CINCUNC/CFC, and in these instances is not considered an intelligence control marking.
How to Prepare/Mark a Classified Naval Message
Subject Line – Requires a portion marking at the end of the line (  ).  For reference retrieval purposes, it’s always best to keep the subject line unclassified when ever possible using short titles etc.
Reference Line – Requires a portion marking at the end of the line, such as REF/A/MSG/CMC WASHINGTON DC/012100Z JAN99 (U)//
APPN AND NARR portions also require markings at the end of each statement, and again it’s always best to keep these statements unclassified as well. 

Each paragraph or subparagraph require portion markings that incorporate when required, intelligence control or special handling markings at the beginning of each paragraph.
Examples: 

1. RMKS//1.  (S-R) TEXT….TEXT…

Note:  Shows SECRET/ROKUS CMI contained within the portion.  ROKUS CMI is that which originates from or derived from documents originated by the Combined Forces Command (CFC).

2. RMKS//1.  (S) TEXT….TEXT…

Note:  Shows Secret US CMI contained within the portion.

3. RMKS//1.  (S/NF) TEXT….TEXT…

Note:  Shows Secret US CMI that is not releasable to foreign nationals or international organizations without the specific authorization of the OCA.

4. RMKS//1.  (S/RELROK) TEXT….TEXT…

Note:  Shows Secret US CMI that is releasable to the Republic of Korea on a NTK basis.
Examples of proper declassification and associated markings: 


Example 1:
DECL/DERI:MULTIPLE SOURCES/X4//
Note:  Shows multiple sources used in derivative classification process with the most restrictive declassification instruction of X4.  Derivative classifiers are required to maintain a listing of their multiple sources with the record or file copy of the derivatively classified document or message. 

Example 2:
DECL/DERI:OPNAVINST 5513.11B ENCL (74)/X4//
Note:  Shows the derivative classifier as using the Classification Guide “Marine Corps Ground Combat Ops and Misc Programs” found at encl (74) to OPNAVINST 5513.11B, in arriving at the classification and declassification instructions.  

Example 3:
DECL/DERI:USCINCPAC 292350Z APR1998(S)/DATE:31DEC1999//
Note:  Shows the derivative classifier using a single classified source document in the derivative classification process that stipulates a future date for declassification. 

Example 4:
DECL/DERI:MFP OPLAN 5027-99(S)/INST:30 DAYS AFTER ENDEX//
Note:  Shows the derivative classifier using a Secret Classified OPLAN that stipulates a future event for declassification. 
How to Transmit CMI
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Secret
Secret CMI can be transmitted by:

· Defense Courier Service (not routinely but under certain circumstances).

· A properly accredited Automated Information System (AIS), e.g., an accredited desktop computer configured with Secret Internet Protocol Network (SIPRNET) connectivity.

· Handcarrying (with proper authorization).

· Registered mail (within US and Puerto Rico – It can be sent to an APO/FPO address only if you can ensure that the mail will not pass out of the U.S. Postal Service (USPS) control during its trip.

· Protective Security Service for large bulky items 

· USPS Express Mail (check with the security branch for limitations).

Confidential
Confidential materials can be transmitted by:

· All the above authorized for Secret CMI, and.

· First Class mail (between DoD activities within US and territories – do not use for mail to DoD contractors or other Executive Branch agency).

· Certified mail (to DoD contractor or other Executive Branch agency).

Contact the Security Branch for guidance on transmission of Top Secret CMI and for further information concerning transmission of classified materials.

MARFORPAC POLICY requires that all “hard copy” CMI transmitted outside the Headquarters will be processed via the Classified Material Control Center (CMCC)
 Handcarrying CMI
Handcarrying is the last choice for transmitting CMI.  It should be used only after all other means have been found to be inadequate.

Prior to leaving:
While traveling:
Also, if traveling by a 
commercial aircraft:

· Obtain written authorization

(1) Travel orders, 

(2) DD Form 2501 Courier     Card, and,

(3) Letter of authorization from the Security Manager (required for travel on commercial aircraft).

(  Obtain a defensive briefing from the Security Manager.

(  Make arrangements for secure overnight storage both at intermediate stops (if applicable) and at the final destination.

(  Deliver CMI to CMCC for double wrapping.


(  Keep materials in your personal possession or under your constant surveillance.

(  Do not read, study, display, or use the materials in public.

· Never leave materials unat
tended.

· Remember while conducting 

courier duties you remain in a duty status and the consumption of alcoholic beverages or sleeping on duty is not authorized.
(  Ensure that all airlines involved are U.S. carriers, or that no U.S. carrier is available before using a foreign carrier.

· Have in your possession:

(1)  Military/government ID

(2) Letter of authorization and Courier Card.

(  Allow airline/airport officials to inspect outside of package.

(  Don't bind material with metal straps or otherwise cause airline/airport officials to be suspicious or want to inspect inside the package.

(  Allow airline/airport officials to X-ray, flex, feel, and weigh the package but don't allow them access to the information.



Contact the Security Branch for more information on the requirements for Handcarrying CMI.

How to package/wrap CMI for transport
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Inner wrapping:

· opaque material

· classified text should have no direct contact with wrapping

· highest classification and warning notices

· wrapped to make detection of tampering easy

· address

· return address

Outer wrapping:

· opaque material

· wrapped to make detection of tampering easy

· no classification markings

· “Do Not Forward” on First Class mail for Confidential

· addressed to activity, not person (do not put a person's name in address)

· return address

How to Destroy CMI

Normally, the people authorized to destroy CMI are the authorized users or respective Division/Special Staff Section SCP Custodians.

· Hard Copy CMI is considered to be destroyed when information cannot be reconstructed.  Until that condition is reached, the CMI must be protected and the access rules of clearance and need-to-know remain in effect.

· Burn bags, when utilized for the collection of hard copy CMI destined for destruction, must be protected until the contents are destroyed.

Authorized methods of destruction for hard copy CMI.

· Burning (Not conducted at MARFORPAC while in garrison).  May be directed while deployed in support of an Exercise or Contingency.
· Cross Cut Shredding (particle size must reduce material to shreds no larger than 3/64 X ½ inch).  Note:  The Security Manager must approve the acquisition of any new shredders to ensure they meet US Government standards for the destruction of CMI.

· Pulverizing (Conducted within the CMCC while in garrison).

Authorized methods of destruction of CMI on magnetic media.

· In garrison CMI on fixed or removable Hard Disk Drives (HDD) is destroyed by running an approved wiping program and invoking the Gov protocol, such as Norton WIPEFILE, thereby causing the entire HDD to be wiped three times incorporating random 1’s and 0’s.

· While deployed OCONUS in support of exercises or actual contingencies, an Emergency Destruction Plan will be in effect that when so directed, HDD’s will be physically destroyed with a hammer or similar blunt instrument.

· CMI on floppy disketts may be destroyed by either dismanteling the diskette and introducing the magnetic media, less the plastic casing and metal hub into a crosscut shredder; or by passing the intact diskette through a diskette degausser provided by the security branch. 

Contact the Security Branch should you require further assistance on the proper procedures for destroying CMI on hard copy or magnetic media.  

Procedures to Follow When Reproducing Hard Copy CMI
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· Use only those machines for which classified reproduction has been authorized and so designated. (All MARFORPAC Repro Machines display a placard identifying the level of classified reproduction authorized thereon)

· Ensure that latent images will not cause compromise.

· Apply accountability rules and limitations, which pertain to the originals to any reproduced copies.

· Always check the copier to make sure you haven't left the original or any copies in it, especially inside the copier duplexing tray.

Contact the Security Branch for additional guidance as necessary.

Rules to Follow When Typing Classified
[image: image11.wmf]
If you are using a typewriter to prepare CMI, the removable ribbon becomes classified and must be stored in a safe when not in use.  Contact the Security Branch for specific instructions. 
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When using a word processor/computer:

· The computer, monitor and cabled peripherals must display a Secret System Accreditation Label.  In addition the computer must employ the Windows NT Operating System and be configured with a removable hard disk drive (HDD) labeled with a SF 707 Secret Magnetic Media Security Classification Label.

· The removable HDD must remain under the surveillance of someone with the requisite security clearance and NTK whenever removed from secure storage within a GSA Security Container (Safe).

· Contact the Security Branch for additional guidance as required. 

Using the Phone/FAX for Classified
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For verbal discussions:

· Always use a Secure Telephone Unit Third Generation (STU-III) 

· Make sure you “go secure” before discussing CMI.

· While using the STU III, ensure that other people are not within hearing range of your voice.

· Make sure the individual on the other end of the line is who they say they are and that they hold the requisite security clearance and NTK, before discussing CMI.

· Keep your STU III key with yourself.  Keeping it on your personal key ring is recommended in lieu of storing it in a safe.

· STU III keys may not be stored in a locked desk drawer or file cabinet within proximity of the STU III.

· If the STU III key must be stored within proximity of the STU III, then it must be stored in a GSA Security Container (Safe).  Again, it’s best to keep it on your person on your personal key ring. 
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For Faxes:

(
Secure Faxes can be sent from either the Force Command Center (FCC) or from certain FAX machines within the G-2 Division.

Contact the Security Branch for additional instructions on sending a secure FAX.

Rules for Taking Classified Home to Work On
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(
CMI may not be removed from the Headquarters to work on within a private residence, except when specifically authorized by the Security Manager.

See the Security Branch for additional guidance on Residential Use/Storage for CMI.  Note:  Residential Use/Storage of CMI will only be authorized under the most demanding of circumstances. 

Automated Information System Accreditation and Magnetic Media Security 

Classification Labels
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Location of MARFORPAC AIS Accreditation labels.

AIS Accreditation Labels affixed in proper

locations.

Optional on keyboards.

  This

label would also be affixed to cabled

peripherals such as a printer, scanner or

plotter etc.

A Sensitive Unclassified Magnetic Media Security Classification Label

is affixed to the internal fixed HDD by G-6 Maintenance personnel prior

to the AIS being placed into service.

Placement of  labels may deviate from

locations indicated, so long as labels remain

prominently visible to the operator

.


Note:  

1. When removing plastic shrink wrap from a box of diskettes, all diskettes are immediately labeled with 

the appropriate magnetic media security classification label for their intended use and safeguarded comensurate with the labels applied, regardless if CMI is actually written to the diskettes or not.  Since the Secure LAN/SIPRNET is a Secret High system, only the red SF 707 Magnetic Media Security Classification Label is employed on classified diskettes even if the diskette contains only Confidential CMI.  

2.  The Unclassified LAN/NIPRNET is accredited as “Sensitive Unclassified”, hence for unclassified diskettes, the label NAVMC 11196 Sensitive Unclassified is employed in lieu of the SF 710 Unclassified Label.  Diskettes previously labeled however with the SF 710 need not be relabeled. 
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Place this label on the face of the removable hard disk drive

(HDD).  All AIS’s configured for SIPRNET connectivity employ the

WinNT operating system and are further configured with a

removable HDD.

System Accreditation Labels are

affixed prominently on the front

of the computer.

Location of MARFORPAC AIS Accreditation labels.

Placement of  labels may deviate from

locations indicated, so long as labels remain

prominently visible to the operator

.


[image: image19.wmf]Magnetic Media Security Classification Label

affixed to the face of a removable HDD.

SIPRNET

Location of MARFORPAC AIS Accreditation labels.

Placement of  labels may deviate from

locations indicated, so long as labels remain

prominently visible to the operator

.

AIS Accreditation Labels affixed in

proper locations.  

Optional on

keyboards.

  This label would also

be affixed to cabled peripherals

such as a printer, scanner or plotter

etc.


[image: image20.wmf]Location of MARFORPAC AIS Accreditation Labels

Placement of  labels may deviate from

locations indicated, so long as labels remain

prominently visible to the operator

.

Sensitive Unclassified AIS’s are

normally configured with a fixed internal

HDD, on which G-6 Maintenance

personnel would apply a SU Magnetic

Media Security Classification Label prior

to the AIS being placed into service.
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SF 701, Activity Security Checklist.  Required for each workspace or suite of interconnected workspaces when so annotated.  An authorized customized version of the Activity Security Checklist is available using Formflow on the Unclassified LAN/NIPRNET at W:\COMMON APPLICATIONS\FORMFLOW\MCEFS\LOCAL\MFPSF701.FRL


Activity Security Checklists are to be executed each time a workspace is secured at the end of normal work hours, after normal work hours, weekends, or holidays, etc.


On the 1st of each month a new Activity Security Checklist is to be placed into service.  Completed checklists need only be maintained for the previous 30 days.





Cover sheets [SF 703 (Top Secret - Orange colored), 704 (Secret - Red colored), and 705 (Confidential -
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